Bolstering Taiwa@ Core
Defense Industries

+

n
T Ho
201471 10b

New Frontier Foundation
Defense Policy Advisory
Committee

October 2014




P>

p >



T A 6 o F 1<)
DEFENSE POLICY BLUE PAPER NO. 7

0 N B §

Bol stering Taiwands Core D

Y
T4 H
20141 10b
New Frontier Foundation
Defense Plicy Advisory Committee

October, 2014



i T
2N T 5> "H XA YB™ ~
AY 3 BJ 0 A L N w
A A YO U A 4 3 Uup
T A |

AeA” "HLTET

Y 2y A X"HB YT rx1L
qe WL~ B T Yy A Moy
T “ o y Y QX Al

E Y [ Ashc Y 7
BEAI |~ A g AW Y ETE
1 MAzel o YE o T A~
np =Yl
YAt QE q- ©d2016TE ~ 0 4n
LY o) sAT A 2Yue D T
[ B GDP 3 AW | AT YE n
moo B T oYs ° 0 Ashoy
2] A "H x4 xt o}
A Y~ m A T Ty E" o
uoy  nlj
0 T T E 2 UU YEA/
qg Y i A a-=A Y1TYtLlI
A B Yra' o phyMfiyYX A
W T A AN}



Bolstering Taiwa@ Core Defense Induies

Foreword

It is not only the weapons and equipment our national armed farces cu
rently possess that constitute their capability. Even more important is the
potential to develop and produce ever more advamoadcants. Just as
service members shoulder the responsibility of defending the homeland, the
designers and technicians who produce their weaponry must also share in
their mission.

The domestic defense industry holds important implications for doth n

tional security as well as economic development. While it is still possible

to address the growing gap in Taiwandt
foreign procurement, the same gap phenomenon will reoccur in ten years.
Meanwhile, facing an environmehtezonomic constraint in which the
manufacturing sector continues to move abroad and unemployment rates

climb, a domestic defense industry rooted in Taiwan with the appropriate
guiding policies and management of demand can create job opportunities,
stimulae industrial upgrading, and open up access to an even bigger market
globally. As the equal prioritization of national security with economic
devel opment forms one of t he major p
government, thenportance with which the DRiews the development of

the domestic defense industry goes without saying.

Therefore, | reaffirm on behalf of the DPP that if the DPP returns/to go

ernment in 2016, it will proactively seek to stiengt Ta i wealianes s el f

in national defense andnairelessly to restore the defense budget to 3%

of national GDP. A significant portion of the increased budget allocation

will be devoted to the task of reviving the domestic defense industry, with

t he goal of el evating Twn detemsifbes capac
equipment and weaponry. | will do my utmost to maximize the available r

sources allocated to national defense and provide the highest quality equi

ment to our armed forces, and | will spare no effort to cultivate a thriving

defense industry drome soil.

Revitalizing the defense indwtry is
military affairs with Taiwanese chare
addition to underscoring the need for a total change of mentality and
structural overhaul, @nn order to stimulate three core sectors of dhe d
mesticdefense ndustry, I hereby announce t he
pr epar anitatethesdéveldpment of the defense industry.
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Bolstering Taiwa@ Core Defense Induies

Resolution No. 1: Our determinatitmindigenouy design and prodac
submarines and new generafighter jet will not wesr,

Resolution No. 2: Our commitment to buildamgopen andcompetitive
marketin order to engineer the upgrade of our defense industry will not
change.

We welcome, and indeed need, international cooperatiatetaalizehis
longterm project. We believe thiensational industrial cooperation will
serve to strengthen the bilateral security partnershipunitiendy couwn-
tries

A selfreliant defensealk for tremendous resources that will requira-a n
tionwide effortto accomplish, as well as foteragency and chailitary
cooperation. The DPP for its part faces five preparatory tasks that we must
undertake prior to 2016:

First, theDPP Legislativ&Caucus must lead the way to legislate or amend
the laws necessaoysupport the $ereliance in nationdefense;

Second, we must actively communicate the necessitysoiational indu
trial cooperation with our frielydcountriesaind security partnefithe De-
fenseCommittee will also continue tody the optimainodels for tk fu-
turecooperation.

Third, DPP personnel should be proactive in seeking out opportunities to

expand the global connectionsioh i wan6s doindestriesand def ens
to lay the groundwork of dialogue and communication for futureaintern

tional industrial cooperation.

Fourth, theDefenseCommittee will continue to study how to promote i
stitutional reform of the Ministry of National Defense to improve the eff
cient use of resources and implement effective management procedures.

Fifth, the OPP must not betray public expectations, and must listén to di

ferent viewpoints from across the whole spectrum of voices to formulate

an optimal and comprehensive poli@n the matter ofbolsteringTa-

wands national def enstey nyadlpstidus doi t i es a
leagues in tHePP and the think tank must rise above the-giaen divide,

for we will need to forge as many linkages as possible between the gover

ment, private sector, and academic realms, and to facilitate interflow b

tween thdactories, laboratories, business parks, anplises.
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Bolstering Taiwa@ Core Defense Induies

The concept of selftliance in national defense has been largely limited to
words unaampanied by actions in the pagdur resolutionsand prep-
ratiors will help to propel Taiwan toward this historic step with confidence
and courage.

Ing-Wen Tsai

President, New Frontier Foundation
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Bolstering Taiwa@ Core Defense Induies [N

Summary

The DefenseCommittee finds thdiolsteringan indgenouslefensendustry must
form one of the key planks odeengelefeemDPPGOs e
and strengt hefemse Tapabiitg-or the DPPdd sfand for sgliarding
national security as well as furthering economic plenlt it must act agpavot sup-
porting for the industry to drive the building up of the natidense

Thus, in the process of working toward a return to government in 2016 and under
the direction of both former chair Su Tsehgng and current chdsai Ingwen, the
DefenseCommittee undertake thorough examination of the current prospects for
developing an indigenous defense industry, drawing eramgdey expertise and der
ing new linkages to identify the exisbogleneckdo industrydevebpment, and to
formulate alefense industrysion for a new DPRJministration.

Our research revealed that the first bottleneck resides in tsgykteminentaity
and desire for quick, visible success at the highest decision making leveleyantgch pr
a recognition that sektliance is the foundation of true defense readiness and that
building comprehensive security partnerships requires expanding intemhiginial i
cooperation. The second bottleneck is that the existongceptsand proedures for
force planning are not conducive to implementing the spirit of Art. 22 ottitveaN
DefenseAct regarding defense geliance, as the institutional desigmot prioitize
indigenous production. The third bottleneck is the current techabi@pdstween the
domestic industry and international standards which will needidodssed.

With regard to these bottlenecks, DieéenseCommittee recommends that a DPP
administration should resolutely insist onrskdint defense, and shouldibagnde-
taking the necessary preparations as part of the process afigretugovernment.
Upon taking office, it must move swiftly to implendefénsaeform, including ging
the MND a leading role in the developmenthefindigenousiefense industr This
reform should be based on a comprehensive strategy that is-diéveanih compl
ance with industry quality standards to ensure readiness, and focused torg sumppor
assisting the upgrading of technological standards through internatmenali@opas
well as incentivizing investment toward elevating the proportion afublgi andn-
digenoushproduced equipment in servicdhe MND will need to take on miple
roles as planner, user, supporégiil¢or, and investor, in order reliza theindigenous
defense industry, and to avoid replicating the daageknot of arms pro@ment in
the process of ushering in the imminent third generation military fonstruetion

The DPP reaffirms toncreaseéhe defense budget to G396 level Additiorally
the DefenseCommittee recommends that to meet the needs for revitalizing the defense
industry, 70% percent of the new budget increase must be devoted towarchmilitary i
vestment items, to stimulate thdustrydevelopment by creatistible demand. The
goal is that by the year 2020, expenditures going toward domestic production should
reach no less than 60% of total military investment.
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Bolstering Taiwa@ Core Defense Induies

Meanwhile, there are many tasks that the DPP can begin tackling ev@meow.
DefenseCommittee recommends that the DIRfgislativeCaucus immediately initiate
the requisite legislation or amendments to existing laws e acdtienal defense
seltreliance, including establishing a clean and smart procurement process centered on
the principle of an open and competitive market mechanism, thus laying the foundation
for a legal framework for sediant national defense. ThefensegCommittee alsoda
vises that prior to 2016, the DPP should endeavor to forge connections and dialogue
between domestic and international defense iegusstrfacilitate preparatory diseu
sions toward a model for futunéernationaindustrial coopration.

The DefenseCommittee proposes the following specific strategies for developing
the three core defense indestaerospace, shipbuilding, and informatiaurigec

In the aerospace industry, we must commit to the path of indigiesayrs and
manufacturérainer jetandV/STOL fighter jetsin hopes that, with a steady aret pr
dictable level of demand, industry leader AIDC will be capable of achieving technolog
cal breakthroughs over time. The MND must also create a highly competitive market fo
UAV, which on the one hand would lead to a high tediicalstandard for a variety of
UAV with a broad range of different functions and features, while on the other hand will
incentivize more manufacturers or research organizations to get invok@dinvig-
orating the whole UAV sector.

In the shipbuilding industry, we must stay the course toward indigenous-constru
tion of submarines, leveraging international industrial cooperation to elevate domestic
R&D and production standards. To support theyNass sur face vessel s
while stimulatingR&D relating to UUV, the MND must fulfill its role as demand-ma
ager, using a competitive market mechanismctur@age manufacturers to raise their
own standards, and thereby reap greater profit maagats ¢n their competitive lec
nologies. In addition to improving naval capabilities, this would also raise the standard
of the entire domestic shipbuilding industry, opening up the possibility of access to the
global market.

As for the information sectyrisector, in consideration of the unique characteristics
of the industry, the focus should beidnoducing the capacity already currenthaavalil
ble in the civilian sectepinon military applications, then releasing military 10 techno
ogies sphHoff to commerciamarket andinitiaing a newroundof R&D. The key é-
terminant might be how to effectivatyractidentify and recruitO talent, followed by
encouraging SMEs to enter tlefensesecurity market, and, lastly, proceed to the R&D
of criticallO tednologies
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Bolstering Taiwa@ Core Defense Induies

l. A Self-reliant Defenselndustry: TheSartingPoi nt of Tai wan(
DefenseTransformation

The Defense Policy Advisory Committee of
(her eiDafenseC@mmiot t eed) has stated one-mul ti pl
forming Taiwands n adefensencapabilitte® mustrbegin withagha d r ai
revitalization of thendigenouslefense industry. This imperative takes into caasider
tion both national security objectivesich as the growing imbalance in €stsst mi
itary capabilities, the difficultiesd amncertainties of procuring advanced equipment
from foreign sources, and the nature of emerging newithasaigell as broadean
tional condions, including acrofise-board tightening of resources, as well as the need
to upgrade industries)stairthe manufacturing industry and crdataljob opportun-
ties TheDefenseCommittee thus strongly recommendsithmgfore the existinguh
man capital for defense research and development is exhausted, as the necessary basic
infrastructure and facilities arélisserviceable, and while international industrigh coo
eration remains a possibilitthe DPP must fully commit to the revitalization of the
domestic defense industry ifeurns to government.

Thisideahas been affirmed by the DPP and developee ipréviousolumesof
the defense policy blue paper. For examp@efense Blue Paper No. 1DBieRse
Agendaeleased in June, 2013, former DPP Chair Sucrsengycited the strengthe
ing of the indigenous defense industrial base as the thindnparsant piority in the
DPP&6s preparation to return to -egtabiser nment
soldiersd dignity and honor, &f emde thhed getcd)
stating that:

€[ T] he combi n atré anthecandmic deslopnmest enusebe fulyn d i t
implemented. The resource competition between defense expenditure and economic
velopment must be changed conceptually and practically into aanutually reciprocal rel
tionship. Defense expenditure musidgedals valdded investment-in ec

nomic development. No economy, no defense: the economy and defense must be mui
reinforcing. We have to foster private industry investment in weapons research and d
velopment (R&D), encourage foreign pakirtegetioewwaith local industries,

and put the focus of future R&D-geneextion fighters, unmanned-aerial veh

clegUAV), indigenous submarinesetigyweapons, and cyber warfare.

At the same time, when the legislation required for conveetiGuaingshang h-
stitute of Science and Technology (CSIST) into an executive agency met with obstacles
in the Legislative Yuan, the paramount importance of the CSIST in the national defense
industry led th®efenseCommittee to undertake andepth study fothe issue. De-
fense Blue Paper Noa@sférming the CSIST: Strengthening Indigenous Defense Research and |
velopmertommended that:

'DPP6s New Fr o nhefense Blug Rapen MaalPP Defense Agendé2013), p. 5.
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Bolstering Taiwa@ Core Defense Induies

Competent defense sciene®lagg (&&T) manpower is the backbone for the

CSIST to achieve its core missions. The chief goal for this CSIST transformation is
to augment the advanced weaponry R&D through upgrading personnel competenc
and efficiency. Nevertheless, more ingiertastipoedinated relati@aship b

tween the CSIST anldithistry of National DeféfdB) will be conseguen

ly altered as soon as the former is transformed into an executive agency. But, it woul
be unwise if this caused the CSIST and the MNiD@aodersamnethe street.

The transformed CSIST should maintain a qualified status andtbuild a closer par
nership, a healthy reciprocity between operational requirement and S&T potential,
with the MND in the process of procuremeakiecanoholetafense i

dustrial development. To achieve this goal, the CSIST cannot Mistract from its esta
lished purpose. After transforming into an executive agency, the CSIST will need to
spiroff its duake technology to commercial market to obtasdpasling for

tions, but it cannot immerse itself in competing with civilian industries only. What the
transformed CSIST should concentrate upon is to integrate S&7 potentials from ¢
vilian sectors and tersgl8IST advanced weaponry R&D. To strike such a

balance, we urge that the transformed CSIST S&T budget (excluding the R&D
budget for mass production) allocated by the MND should not be decreased below th
level of 3% of annual defense budget. Meanwhile, we also urge that, in spite of the
increase of ABST personnel and operational flexibility, the MNB should effe

tively guide the CSIST to the direction for fulfilling its core natiorial defense missions.

Throughout the legislative process, not only didDéienseCommittee and the
DPP caucus kepup positive tweway communications with the MND about the kegisl
tion reléing to CSISTransformationin April, 2013, former DPP Chair Su Tsengng
also personally met with MND officials to coordinate on the issue, accompanied by ca
cus convener Ker Chieming Dr. Joseph Wu, themx ecut i ve di rnmector of
mittee on Policy Research and Coordination (currently DPP S&aeetzal) and
someDefenseCommittee advisars The dialogue ultimately facilitated the passage of
amendments to the Act for thetBblishment of the National Chesiwan Institute of
Science and Technology. This example not only demonstrates the great importance
which the DPP accords to the matter of national defense from top to bottom, but also
set a major precedent for kind of bigai san cooperation dor oO0com
fensegeer nancedé6 that the party advocates. Ma
were ultimately f ol ahéphssédoluder t he MNDOs dr aft

-- MND S&T fund allocations tothe CSIST shall notfall below 3% of the total

annual defense budget(Act for the Establishment of the National Chungshan

Institute of Science and Technology, Art. 5, Section 2, Claus®éd I n princi pl e,
3% of the annual budgetforat i onal )def ense. 6

! D P P Nesv Frontier FoundatigrDefense Blue Paper Nb Transforming the CSIST: Strengthening
Indigenous Defense Research and Developni2®i 3), pp. 13.
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Bolstering Taiwa@ Core Defense Induies

-- DefenseMinister shall serve as the President of CSIS(RAct for the Establish-
ment of the National Churg-shan Institute of Science and Technology, Art. 10,
Section 1);

-The CSI ST s h a-Yebr Déefense &€ Developnieat@onceptd and a
0 F i-Year DefenseS&T Application Program, 6 wtieiMN B is given authoi-

ty to supervise thedevelopmentof these two documents by CSIST(Act for the
Establishment of the National Chungshan Institute of Seéence and Technology,

Art 11, Section 1, Clause 1;dArt. 12, Section 1, Clausé;1

-- The MND should invite the CSIST to participate in major force planning
meetings related to defense S&T, S&T applicationand production. and direct
guidelines regarding force planningso that the CSIST carproceedto develop
follow-up 0 T eYear Defense &T Development Concept (TYDS&TDC), 6 t he
0 F i-Yea DefenseS&T Application and Production Plan (FYDS&TAPP), 6 and
the annual operational plans and budget§As stipulated the MND should de-

mand the CSIST to participate inmajor force planning meetingsrelated to ce-

fense S&T, S&T application and production, and [the MND] should direct
guidelines of defense S&T development based on its fordeuildup conceptand

force constriction plan.)

InDef ense Policy Blue Paper No. pib- Chi nadc
lished in March 2014, tbefensegCommittee especially highted the fet that Chinese
military technology R&D has driven a generation leagppié@PLiberationArmy cam-
bilities, and cautioned that in order to m
must overcome a defeatism mentality because thoseenwilling to devote efforts will
stand the test of time. Taiwan has thediests talent and the capability for innovative
R&D in science and technology. These are the most fundamental capabilities for Ta
wands national d e foethesrevitabization Sfethiatligemogsle-a cour s ¢
fense industry to serve as the main paffaitwai® defense reform and strengtimg
defense capabilities,

[tlhe DPP wants to be the catalyst in encouraging our indigenous defense industry tc
bolster our defeaysabilities. Drawing on the examples of the defense establishments

in other countries, we could say that military capabilities requirgthe support of indi
enous defense industries; otherwise, the combat capability is gofacade, lacking devel
ment potetiand in a zerwon battle with economic development. In the future, the
pursuit of onati onal defense devel op me
pragmatic about the trends om- Chinads
itiated frothe laboratories and factories acros$ the country.

'DPP6s New Fr onbeferse BoicBl nda tPia@er No. 5: China6és Mil.i
2025 (2014), p. 3.
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Bolstering Taiwa@ Core Defense Induies

The DPP takes very seriously the question afesalice in national defense while
realistically confronting the current conditions of the domestic industry. In effort to
achievehe norm for national defense sedliance set out in Art. 22, Section 1 of the
Nati onal Defense Act (o0Government @&genci es
tional defense policies to consolidate efforts of the private sector to develop defense
technology indkstries. Acquisition of weapon equipment shall firstly consider those built
domestically. When it is necessary to pursue outsourcing channels, the acquisition activ
ties shall realize technology transfer policy so as to establish an autonomoug-national d
fense infrastructureod), since 2012 the DPP
U.S:Taiwan Defense Industry Conference held annually in the United States. In addition
to setting a new record for the number of DPP participants in the conferenearthat y
we have also made promoting-UeBvan defense industry cooperation and increasing
technology transfers througte Industrial Cooperation Program (I@R)the primary
objectives each time we attend the conference. The DPP believes that stgengthenin
the U.STaiwan security cooperation relationship should go beyond the questaen of tr
ditional armsala In Defense Policy Blue Paper Ma: @hhbpter for Talw&n Dfense
Partnershiwe also stated that

industrial defense cooperation $eentada vital part of the new chapter of the

par t ner sopdrapiod il sugportache defense industrial bases in both cou

tries, foster the quality of our defense research and development, and deliver new |
opportunities. In essence, we s&ekdmart and clean acquisition operations

while furthering efficient and pluralistic patterns for internationat cooperation of d
fense induslries

In the 24 regular meetings of efenseCommittee held between 2012 and 2014,
at least 10 (or 42%} them have included discussions about the issue of improving the
degree of setklianceof Taiwa® defense industry. Four theddisors of th®efense
Committee, or onthird, have background experience in the defense industry. In 2013
the Committedasalso undertaken two site visits to relbdeal shipyards andfdnse
exhibifi and took every opportunity ofp-officia
proach to reviving Tai-boaderindustriblecpezation ¢ i ndu st
the goverment,contractorsscholar@ndthink tankerérom various cautries.

Between June and August, 2014, current DPP Chair Teanraythorized the
continuation and completion of the defense policy blue papers series, and expanded the
existing charels of communication with tiredustrysector; in September, 201w
Frontier Foundation CEQin Chuan endorsed the development ofinbgenousle-
fense industry as a priority, and set institutional reform and resptinsizationas the
two guidingprinciples. According tour roadmapplan, in addition to the bluegers
#1-6 previously released by DefenseCommittee, there will be six more volumes to
be published between September 2014 and May 2015. The papers among these with
directorindirect el evance to the question orM- Tai wan
clude

'!DPP6s New Fr onbeferse Policy Biue @apér N 41 New Chapter for TaiaB.
Defense Partnershji§2013), p. 2.
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Bolstering Taiwa@ Core Defense Induies

--The current volum& e f ense Policy Blue Papers-No. 7:
trieswhich will describe the vision for devielgphe indigenouslefense industry and
outline the core subectors to be developeatd

Volumes to be reasedyMay 2015:

-- Defense Policy Blue PaperNa.lOva n 6 s A r me whiclrwilrpoogose thef t er N
establishment ofne Advanced Defenderogram Officeandthe elevaibn status ofln-

formation and Electronic Warfare Command, along withtthese uni brgai r el at e ¢
zational software and human capital requirements, as welleagyafor interagency

and militarycivilian inteface

-- Defense Policy Blue Paper No. 11: Clean and Smanvihoao@maendations for
ensuring prudende military procurement, industry certification, and related statutes
and regulationand

-- Defense Policy Blue Papér: New Model for Talw&n Defense Industrial &moper
discussing models for Taiwa$. defense industry R&D and productioopedtion,
and bringing Taiwands defense industry int

Once the release of the 12 defense policy blue papers is completed, eight of the 12,
or two-thirds, will either directly or indirectly touch uponigheeo f Taigfengen 6 s d

i ndustry. The policy recommendations cont
defense policy white paper and an important reference for the defense policy platform of
the partyds presidential candidat e.

[I. Three Bottlenecks of Taiwan® Defense Industry Development

In times of constrained defense resources, efficiency mddezsto fiscal tigh
ening in recent years, econod@eelopmenand social welfare spending have dgdw
out defens¢see FIGURE 1) It would naturally be difficult gmarner the generallpu
|l icds approval i f our military investment
arms procurements. The solution to this-garo situation is to turn defense acquis
tion into valueadded investments, such as increasing jplostwpities, industrialpd
grades, and gl obal mar ket access. 't woul
toganer the publicds support for defense bu
these expectations. To satisfy expectations, the MNIS teeexpand its roles and
mission, shoulder more responsibilities to bofsteyenouslefense industries, aseke
a seHreliant defense R&D cagiig as part of military readiness.

Before depicting a vision for oundigenousdefense industrgevelopmet, we
should point out three bottlenecks in the process of our defense idetedoyment
from thenational security togecisiormaler, the MND, and théndustrysector. The
development of Taiwdmefense industry cannot make a breakthrough wittotding
these three conceptual and institutional bottlenecks.
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25
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5 F
0
2006 | 2007 | 2008 [ 2009 [ 2010 | 2011 | 2012 | 2013 | 2014 | 2015
Defense Spending 159 187|201 172 166 | 16 | 16 | 158 15.8| 159
Economic Development Spendir] 12.8 | 12 | 11.9| 145 119 126 | 143 | 14 | 146 13.8
Social Welfare Spending 185|186 | 175|179 188 | 194 | 21 | 226 219 | 225
—— Defense SPending ) - #l - Economic Development Spending
—— Social Welfare Spending

Figure 1: ThePercentage ofDefense,Economic Development andSocial Welfare
Spending in the Central Go v e r n m\anudl Budget

oThe biggest obstacle in gelfant defenseas Legislatdfisiao Bikhim stated in
2013,0is the leadé@r willo The national securitpp decisionmaler often overstated
arms procurement as the only indicator of security cooperation relations between Taiwan
and itsfriendly countries This urge for quick sucsesnd fast returns leads ta-co
spicuous consumption of weaponry as a top priority to publicly display a seemingly
strong security cooperation relationship witirandly countries Under this menita
ity, indigenous defeniselustry development is regatddsa bargaining chip in exchange
for arms sales, @easily sacrificed during the negotiation peges
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Bolstering Taiwa@ Core Defense Induies

In fact, arms procurement is not the only indicator of security cooperation success,

nor is it he best way to improve bilateral relationships.

Though arms sales cases can

increase mtb-mil exchanges, it is bilateral cooperation such as technology tersfer,
ital investmengpint R&D and vertical industrial division that creates opportunities f

Though arms sales cases camdérease
mil-to-mil exchanges, it is bilateral
cooperation such as technology
transfer, capital investment, joint

R&D and vertical industrial division

that creates opportunities for deg-

ening the security cooperation rel-

tionship whi | e p
capecities of indigenous defense e-

search and production

deepening the security cooperation
relationship while promoting iTa
w a n 0 <itiesod ipdigenous ek
fense research and production.
The arms suprs may not only
havecommerciaprofit considea-
tions in mind, but also hava-n
tional interestconcernsvhen they
are unwilling to provide the arms
that Taiwan needsnely Taiwan
should pursue lf-reliantdefense
and seek to establish a coeapr
hensive defense industrial tpar
nership with itgriendly countries

Over dependence on arms sales would emkedur friendlycountriesn doubt about

Tai wa fuéfense sesolvé.

Furthermore, arms acquisitions from abroad will only become increasingly difficult

as China rises, wi t h

Chinads | everaging it

Friendy countries might not necessarily be able to provide Taiwan what it needs in time,

considering their own national interests.

Take the fighter jets for exafid,Ea%

shows, Taiwan was nearly 10 years behind South Korea in acq@ri@$: South
Korea commissioned itsle C/Ds in 1986, while Taiwan has not been sold the same

type of aircraft by the United States.

Taiwan introduBsadiere than a decadeiearl

er than the Republic of Singapore Air Force (RSAF), but Singajpineda-16 A/Bs

nearly a decade before Taiwan.
SGs.

The RSAF currently owns-bet6/Bs and FL5
In the other words, countries that lagged behind Taiwan in the 1950sa-such as J

pan, South Korea, and Singapore, are now at least 10 years more advanced than Taiwan.
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Bolstering Taiwa@ Core Defense Induies

TABLE 1: Time Comparison for thel ntroduction of AmericanFighter Jets

Year American Fighter Jétfere in Active Service
in the US an®ther Asian Countries
Jet type USA Taiwan Japan South Krea | Singapore
F86 1949 1954 1955 1955
F100 1954 1958 Not Not
introduced introduced Not yet
F104 1958 1960 1962 Not independent
introduced
F4 1960 Not 1968 1969
introduced
F5 1962* 1965 Not 1965 1979
introduced
F15 1974 Not 1981** 2005** 2011**
introduced
F16 1979*** 1998*** Not 1989*** 1988***
1984**+x introduced 1986**** 1998****
Note:

* aggressor/adversary squadron, not enlisted as the main force,-fioaffighter.
** variants like L5 J in Japan,-E5 K in Sath Korea, and 5 SG in Singapore
*»* 16 AIB  **** R16 C/D

Besides U. S. nati onal interest concerns,
regardingelfreliant defensis also to blame for the looming Taiwan fighter gap. Even

thoughthe RSA was established | at e raiatiohimdss- Tai wan,
try (and other defense related industries) has turned around from scratch. At the time,
Tai wands I ndigenous Defense Fi-gimédede (| DF) ,

ospace Indstrial Development Corporati@hlDC), was suffering from a lack of mte

est by the military, and subsequently headhunters siphoned off talented Taiwanese R&D
experts for South Korea. Meanwhile, Singapore joined the Ame3tcgmolgram in

2004 as the fldinternationat o oper ati on parti ci papmt . Three
ducers wer e r ank e-d00 aompanigs intthe defemse ndustrd sint o p
Europe, the defense industry in Spain was hardly significant. But since the 1980s when
the Spanish gernment started to invest heavily in defense technology R&D and seized
the opportunityof ICP through F/A18 fighter jettontract Spain, in the 1990s, has
transformed itself from an arms buyer to partner in a multinational collaborative effort

to developthe Eurofighter YPHOON. These two cases tell us: if our government
cannot make up its mind to assert a pathgelreliant defenset will be harder toca

quire arms because of its growing dependenceegynfarms sales, and Taiwan will be

less likly to establish a credible defense pahipsvith its friendly countries

The bottleneclat MND levelconsists of both conceptual and institutionab-pro
lems.
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Gauging the conceptual problem, our traditional guiding prirfoipleslitary
buildup--of i ghti ng, equi ppi n-gappeacs OW@grgomserativen g , and
and shortsighted. Ite®nservatve n t he sense that tipe MND or
pingd and r egar ds intigeeoustfense ihdasprymes hdayondifs t h e
scope. It is shortsighted for its emphasis on equipment in service and megligent
garding the sdregic and tactical impact of new technology. For example, only vessels
or fighter jetsn service madbemt o t he procur emendeaddnotst , but
of armsprocuremert ( def i ned &armd poeujementnegotiatiais/ed.
As a result, the window of opportunity for indigenous R&D was missed. Even when
the arms sales are successfaliptiatedthere were nearly no bargaining chips to leve
age between competing suppliers, to say nothing of gaining su@eipndmised
guota. For Taiwan, in the major arms deals, there is ugualyisedquota of 40%
of the contract value allocated HOP, which is below median level (During 12835,
European countries had a quota of 97% on average, Australia 172%:Eamdpean
countries 46.7%) Moreover, thallocation ofiCP quota is athorizedby the Minitry
of Economic Affair{MoEA), which is unfamiliar with defense R&D needs and is e
cluded from the beginning of arms trade negotiations. Needless to s&yqtivealC
was mostly applied to those indired® l@related to the arms sales items. & F
URE 2 illustrates, there have been insufficient dir€cfoily 20% of total ICP pno-
ised quota used in defemsdusties excludingviationrelated technology ftrsfer)to
improve the technological level of théigenouslefense industry, not to mention the
transfer ofsensitivdechnologiegonly 50% of total ICP promised quota used imtec
nology transfenjvhich can help thmdigenouslefense industry to mak&D bre-
through. Situations have not improved much after the establishmigio=#¥/MND
ICP Policy Committee in 2010. For example, in 2010 approximately 110 ICP agreements
was signed, the sum of promised quota reached 9.054 billion US dollars. However, the
sum of actual fulfillment quota was only 6.003 billion US dollars. In other words, only
62.83 of promiseduotahave beemsuccessfullimplementedSince 2000, such a gap
between promised and fulfilled ICP quota is steadily groWwen¢CP efficiency ishe
viouslystaglaekd Shadowed by the oLafayette scandal
armsprocurementegulations t he MNDOs f or ei g rselfjpakedic ur e me n
into the framework oforeign militarysalegFMS) This has not only been an issue of
resource utilization efficiency and procurement process accountability, but diso a roa
block forachieving a seléliant defense

! Bernald Udis,AOffsets and riternational Industrial Participati@nin Richard A. Bitzinger ed.The
Modern Defense Industry: Political, Economic, and Technological Isébasta Barbara: Praeger,
2009), 262.
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700

600
500
400
300 f
200
100

0 il
2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013

Direct ICP | 39.6 211.6 46 354.4 | 485 267.4 | 6135 | 2944 | 1321 37.4
Indirect ICH 336.7 | 130.3 | 192.7 | 368.4 | 99.4 3489 | 2975 | 1534 | 2383 | 97.7

in Million US Dollars quo

B Direct ICP O Indirect ICP

FIGURE 2: Taiwan® Direct and Indirect ICP Received in the Past Ten Years

Even withdomestictpr oduct i on, dmphasizéhNbniediateoread r
ness often led tgnoranceof continuousR&D planningonce theproduction iscom-
pleted As a result, thealentedS&T experts lost their passiand energy, and the
companies lost incentive to invest in adegraefens&&D due to growing risks. eB
sidesjnstead of advancing R&D capacity, some ¢ocapares preferto mobilize its
political networks to lobby for contracts; as a consequence, s lost the bids
turned to blackmailing, while those who won at a low bid failed to fulfil the contract. In
the end, the MND duly avoided interactions with domestic industries. Likewise, the
domestic industries (especially samalmedium enterpris§SME) duly avoided wk¥
ing with the MND due to its endless red tape, unwritten rules everywhexeearelye
unpredictable orders. Taken together, t h
memory, which subsequently is inclined to seek foreigmepnectvia FMSwhen it
fails to establish a friendly collaborative relationship witbrttestic industries.
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In the next chapter oour vision forindustry developmenwe will underscore the
imperative of continuolysmaintainindR&D potential, which should be added to the
equation of visible combat eap

The military should evolve to new bilities along with the quality and
i i n rineci | ¢ quanity of weaponry in service,
guid g P ctPp and logistics and supply masag

eqUIppln\g, Org a n ! Z bn g' ' 2 ment. Btstering our defense
to O r heng, efighting, building,  industry des not equal profiting
equi pping, Oor gani specific contractors; the MND

In additions to utilize innovative S&T must get rid of  those
and support defense R&D, lhe MND seltimposed restrictions as pin

hould | full : | h ly a user or consumer of weapons.
o aiso fully implement the Instead the armed forceshould

selfreliant defense pOllcyby encou- evolve to new gu|d|ng princip|es
aging domestic production as prinec from ofi ghti mg, equip
pal, foreign procurement as exqation ~ izing, and tian i n geSearching 0
fighting, building equipping, ©
gani zi ng, b adiitioh to atizinginmogativé S&T and suppiorg defense
R&D, the MND should also fully implemehe seHreliant defense poliby encoung
ing domestic production psncipal, foreign procurement as ptoa.

The procurementlecisiormaking planning, and proderes constructed on the
basis ofexising conservativeand shorsighted principlesaturally become structural
bottlenecks. As illustrated itGRIRE 3, thestartingnodeo f Tai wandsi- militar
tion is the Office of the Deputy Chief of the General Staff for Operations anitd?la
(33), which puts together the JaivarfightingCapability Plarning (JWCP)based on the
operational requirements put forth 8rvicea Interactedwith the WCP, desired
weaponsnd equipment that are deemed necessanylitaryoperations are folde-i
to theTenYear ForcaBuildupConcept(TYFBC) document, produced every two years
by the MND&s Str at eS3PD) Whid tlzere isino desigbatign @fr t me n t
priority sequencing among tesired weapons amjuipmentisted for acquisition in
the TYFC, this sequencing and pri oFiveYearzat i on
Force @nstructionPlan (FYFCP). The General &f HeadquartefGSH)-- primaily
J3-- directs th&Servies to put forth their detailed operational requiremeotgmts in
accordance with tHeYAR including a listing of possible sources andistgppf the
selected armaments systems, and thessteque further evaluated by theghated
Assessment Department (IAD), which will complegst@m analysis report. At this
point in the process, the selection of systems foriogusslargely set, and it then falls
to theSPDto review theinvesmentprogram for the chosesystems. Once thertl-
ingplan is completedyrmaments Buregl&AB) unitsare responsible fanplementation
of the procurement, inclundy contractingauditing, and pgrammanagment
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TYBC —T> FY@ system anaysis
A I
SPD I SPD IAD
1
meTemmmmm—_————— 1
: TYR&D :
RPD

JWCP operational
requirement

mainly 33

General Staff

Armament

\ 4
investment

program

AB
FIGURE 3: The Framework of Taiwan® Military Procurement Planning

This procedure outlined above may appear precise, but in fact contains crany stru
tural loopholeg:irst of all, the whole process lacks a comprehensive staiggnce
The startingnodeof the WCPis rot clearly rooted in guidance from any natevel
strategy documentThere is nd\NationalSecuritySrategyReport from theTawaré
National Security Coun¢NSC)" There is noguiding policy documenon natimal
defensestrategy, miry S&T or the defense industryhe National Defense Report
published once every two years and the Quadrennial Defense(@BPRgweleased
ewvery four yearare outcomes rather than initiative inputs of strategic planniseyaand
no sigrficant roles in guidirdgfense planning. The relevant agencies and departments
are left to discern the direction of defense policy based on ad hoc statements and r
marks by the PresidemtDefense Minister.

! The Defense Committee proposed in 2013 that NSC should submit National Strategy Report to the
Legislative Yuan with six months after theauguratiornof new president. See New FrontievuRda-
tion, Defense Blicy Blue PapemMNo. 3: An Accountable National Security Courf2D13), p. 2.
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Second, thout topdown guidance;3) \WWCP domes under thepolitical maip-
ulation of Servicggcompetingoperational requirements proposals. In practke J
finds difficultiesn raisng joint operatiorrequirement proposahat aredispleasingp
the Services Finallythe most critical step in the process iptiwitization of various
operational requirememgsing from thel YFBC to theFYFCP. Although speciagdro-
ject meetingheaded byDefenseMinister deliberates over theseoposals mili-
tarybackgroundninigers are frequently influenced Hbyis Serviceinteress creating a
risk that the detenination of procurement priorities are coloregasgchiabiases.

The abovdrameworkcarries four features that are not conducive to-eelssfit
defense. Firsin the process of going from th& FBC to the FYFCP to prioritize
procurement needs, any R&iltiativesaredesignated under tAenYear Research and
Development ItemsTYR&DI, currently overseen by the Resource Planning tbBepar
ment, RPD). The logic of TYR&DI is: dmestic R&D prgramsare initiated once the
desred capability isinlikelyto be obtairedvia foreign acquisition. Yet tlogicwould
contravene tadya@sitignofiweapongduipment shalldirstly consider those
built domestically,é6 as | ai decasetAct.iln Art . z
practice, the long buitt lead time of the procurement planning and internatioral neg
tiation process means that by the time attempts at foreigitianquiset obstacles, the

. . _window of opportunity for @
When foreign acaquisition meets obsta mestic R&D has long passed. The

cles, the window of opportunity for g esto close the capility gap in
domestic R&D has long passed. The the shortest possible time span

quest to rapidly close the capability has led tothe phenomenonof
gap has led tothe 0 d e lnot of arms © d ekaadof arms procuremedit

. . . thatis unique to Taiwan, wherein
procuremeno , w h e r efficalty

_ _ the difficulty of procuring from
of procuring from foreign sources foreign sources leads to ever

leads to ever grear reliance on fa- greater reliance on foreignopr
eign procuremert curement. Second, theWCP is
subject to a-3 led process tooe
ordinate between the operational requirements of the difemitesbut the opeta
ing principle of -3 andcolleagues-$staffin Services eems | i mi ted to oop
existing equipnmet i nstead of p r eypusshema) da seme; dashemea t e ¢
you shemeery rarely does the thinkintead to the possibility of technological irmov
tion, of building something specifically tailored to the anticipatedThimehtalhough
J3 is responsible fareviewng Sevice®operational requiremedbcumerd, theSer-
vices sometime$ave described theequiremenso specific- likeo f 1 r st shooting
arrow, t hen h-dahatghe selgctian bf arms and epeipgni®niade long
beforethe following analysis of i@rs options Even if the possibility alomestic
procurementloesexist becauseseertaining the gssibilitydoes not fall within theer
sponsibility of th&ervices nor theGSH, a comprehensive assessratniomestic qu
pliers is naturally lacking=inally theTYR&DI was previousiasked to the B, which
possesses greater connections and communication with domestic suppliers.  Shifting
this portfolio to the Bsourcdllanning Department (RPD)ould reque a great deal of
time for RPD to rébuild the redvant databases and engnce.
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Bolstering Taiwa@ Core Defense Induies

The third bottleneck liemn local industrie&smong theprime contractors, apart
from the ones that have traditionally worked with MND such as the AIDC and China

Shipbuilding Corp. (CSBC), due to the uncertaaiti®bkN D 0 s

procuamment ne

expensiv@verhead costs, many fgrare reluctant to invest in R&D while also lacking

experience with international cooperation.

Consequently, they are unable to elevate

theirtechnological and technistdndards, remaining stuck on leeegl assemblype
erations while relying entirely CSIST to provide the combat system, with ne- ind

pendent capacity for systems integration.

The components and parts ofr-some fo

eignprocured defense equipment are actually produced by Taiwanéseturens, yet

cannot be directly supplied to thaitary but must first be shipped abroad andfiestt

by the originaplatform maker before being-maported to Taiwan. Throughout this
process, the additional time required not only imgrectsilitaryreadiness, the cost is

also exponentially increasest,the benefit of the additional MMxpendure does not

flow to the domestic manufacturerbloreover,Taiwan is a leader in informationusec

rity, possessing a wealth of skilled talent in this area, but lacks the managengent and int
gration cagcitiesor the capital for existif§MEs to expand into edium to largescale

enterprises.

Indeed companies are often acquired by or merged with foreign (including

Chinese) firms before having a chance to expand, as a result of which the domestic talent
and experse are absorbed. The lack of investment in R&D, international connections,
and ready access to capital are very commoméckteavithinocal defensimdusties

lll. A Comprehensive Defense Industry @velopment Vision

Bol stering Teaifweaars@s
The DPPO0s afenssindogtry
development should be d-

mand-driven, to establish regudtions
for quality and national security co-
trol purposes, to improve techndogy
by international cooperation and to
encourage investment inS&T so do-
mestic production rate can rise and a
new cycle of demanctan be actvated

i dhadnuiessttriyc ids a key
defense policy. The DPP, while
in opposition, should identify the
industry's devepmental bot#-
necks and establish a clear vision
for defensendustrydevelpment
This will help accelerate the-pr
cessof resource integration and
policy implementation as soon as
the Party returns to powerThis
chapter will first offer reoo
mendations for a comprehensive
development vision, and thire

ag

following chaptersutline our specifiapproachefor three corendustries. Here we

recommend the followirfigur focuses

First, create a demaddven market for dorsgc industries

To demonstrate our unwavering resolve for aedi@iht defense posture, future
major arms acquisitions should set domestic induatri¢ghe preferred contractors.
Reducingprocedurared tape and increasitrgnsparency of the major procurement
need will allow domestic producers more time to find international partners- If fo
eign procurement becomes necessary, the negotiattotsastively bargain for a gra

ual trangion from offshore to local production.
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Bolstering Taiwa@ Core Defense Induies

Second, establish laws and regulatiayevern defense industries and products.

To equip our armed forces with the best affordable arsenal, and to secure the co
fidentiality of military assets, the MND should stipulate a rating system for defense co
tractors and military assets based on tassiftcation levels and technological comple
ities. The MND should also assist domestic contractors to obtain certificatipn and u
grades, and actively oversee their security measures at different rating levels.

Third, step up industrial upgrades vierndtional cooperation.

The MND can encourage its major domestic contractors to partner with foreign
companies, or us€P agreements to demand technology transfer or technological and
capital investments from abroad. With an overarching plan of addafensg téc
nology, the MND can motivate domestic contractors to achieve technolivgitee s
and enter the global market.

Fourth, lastly, expand investmannnovativeS&T .

After carrying out the programs described above, and once the developimeent of
domestic defense industry (or the R&D of particular defense systems) has gained some
momentum, go forward with identifying the weaker domestic R&D items (or specific
armament subsystems) which deserve a higher ratieroéaragtictured content as-
ggnedR&D itemsunder the overarchirfg&T planningProactively invest B&T of
theseidentified items at the CSIST or other business or acadstitutes SHect the
best of theS&T achievemerntb create a new, demasiiven virtuoufRk&D cycle.

To realize the above mentioned goals,DbEenseCommittee recommends that
after the DPP returns to power, the DPP administration should maintain its resolve to
achieve a saigliant defense, and direct the MND to expand its roles ssidmin the
process bdefensandustrydevelopment. The MND cannot complacently stay on the
user end. It must move in the direction of becoming a suppegté#or, and inve-
tor, and actively seek to advance development through its plar(seerBISURE 4)

In lightof the widening gap in our military capabilities and the growing difficulty of
acquiring foreign defenasicles and resources, maintaining arsk¢int defense will be
the only way to keep up our combat capabilities-reltt defense can suppam-e
nomic development, create japportunitiedor the dometsc manufacturing industry,
attract foreign investmerdnd encouragadustrial technological upgrades. Likewise,
economic development can support-rediint defense: domestic manufacturars ca
supply defense needs, help increase combat readiness and spur wpenadiorel
concepts During the process of incorporating economic development inteliaatf
def ense, t he MND cannot I imit itdmg-f to a
sion. TheMND must acknowledge the fact that bolsteringedeht defense indu
tries will strengthen military capabilities for the future, and it must shoulder eyreater r
sponsibilities imieragency amperation
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Bolstering Taiwa@ Core Defense Induies

Promote internaional cooperation and inds#

/ try upgrades \

Supporter
Stabilize demand chair
!Encour.ag(-S&T and Investor Planner User to attract industrial
innovation supplers
Regulator

\\

FIGURE 4: The New Role andMission for the MND in Self-Reliant Defense.

Stipulate regulations for the industry and

production

From the plannerds point of view:

(1) The NSC in the new administration should summit a National Security Strategy
Report(NSSRYo the Legislative Yuan (LY) no later than six months after the preside
tial inauguration.

(2) The MND should follow the comprehensive guidelines laid out N8k
and submit a National Defense Strategy REYWDO&R)to the LY eight months into the
presidencyl he continuities and dantinuites of new administrat®rmefense policy in
the NDSR shall affect the mediuand shorterm planning in the QDR (submit to the
LY ten months after inauguration).

(3) Three months after the president takes office, the MND should asdesible a
fenselndustryPartnership Group (DIPAjsk forcé, which ncludes legislators and e
perts from the academic and business sectors.DIFAehould submit a Defense |
dustrial Development Stratg@IDS) to the LY eight months after the presidential i
auguration.

(4) Establish thddvancedDefense RogramOffice ADPO) in the MND. -
sides taking on the three above mentioned tasks, based on the guidelif¢S SR the
the DIDS, and the QDR, thADPO should design and submit to the LY the Waig
reports: Tef¥ear IndigenousVeapon and Equipmemevelopment ConcelTYI-
WEDC), 6 a n-fearin@igenoasProduction PlarfFYIPP) 6 ADP®eshould
also assist The Armaments Bureau in implementing these two reports, and supervise the
CSI STb6s rel ated planning process based on |

! The idea of establishing alPA is insgred by BritishDefence Growth Partnershipor further i-
formation, e HM GovernmenDelivering Growth: Implementing the Stegic Vision for the UK
Defence Sectq014).
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Bolstering Taiwa@ Core Defense Induies

(5) Revise the current force planning framework withetweguiding principles
oresearchifighting,building equi ppi ng, organi zing, and tr
framework is illustrated akSE/RE 5

NDSR

l

QDR - JWCP TYIWEDC

FYFCP | ==—=mmm-

= : Considerations: Acquisition o'é
operdional : weapon equipment shall first}
requirement : consider those built locally. Ifi

\l’ € : domestically unavailable, teft- E
: nology transfer should be made:

. system anajsis : available to local maofacturers :
E proposed solution : :

: and the CSIST to advance i
l(—— production ability, or incorpo-
INFGSR Ayd2 (K®S!
! ning process :

current framework

Investment Pogram

Figure 5: Proposed-ramework of DefenseProcurementPlanning
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Bolstering

From tdhep aisretr 6o f Vi

The third generation of force reon-
struction will be inevitable in the
2020s Taiwan must get a head start
toward defense seifeliance in order to
prepare the defense industries home
and abroad. In this way we can avoid
repeating an arms procurement dead
knot. The DPP hasalreadyannounced
that indigenous submarine program,
long rang UCAV, V/STOL fighter jets,
and 10 capabilities are our priorities

shortages (DMSMS).
forces must gradually enter the modernization

Taiwa@ Core Defense Induies

ew: apart froxm extern
pansion and the growing difficu

ty of foreign procuremerds -
picted inTABLE-2, it is obje-
tively true that our maicombat
platforms are aging (even when
there are plans for upgrade=
programs of extending service
life, taking the IDF and-E6 A/B

as exaples), whileoperational
risks are escalating, and supply
and maintenance argreasingly
difficult due to the closure of
foreign production lines, also
known as diminishing maac-
turing sources and material

Starting in 2020, the cwyat platforms of Taiwa® armed

phase and the third generation of force

reconstructionwill become inevitable (the secondegaon of force rebuilding took

place in the 1990s).
to prepare the defense isties home and abroad

Taiwan must get a headstart defense sekliance in order

In this way we can avoid repeating

an arms procurement dead knot that leadsdimoaal security crisis.

TABLE 2: Age of Taiwan& Main

Combat Platforms

Air Force Navy Army

YE | IDF | F16 | MIRAGE| KIDD | LAFAYETTE | PERRY | KNOX| Z. | M60- | AH1 | AH64
AR A/B | 2000 DDG | FFG FFG FFG |SS | A3 w E
2014 | 14 | 14 16 238 16 10 4719 | 26 11 13 1
2005 | 15 | 15 17 2419 17 11 4820 | 27 12 14 2
2006 | 16 | 16 18 2510 18 12 4921 | 28 13 15 3
27 | 17 | 17 19 2611 19 13 5022 | 29 14 16 4
2008 | 18 | 18 20 2712 20 14 5123 | 30 15 17 5
2000 | 19 | 19 21 2813 21 15 5224 | 31 16 18 6
200 | 20 | 20 22 29/14 22 16 5325 | 32 17 19 7
2001 | 21 | 21 23 30/15 23 17 5426 | 33 18 20 8
202 | 22 | 22 24 3116 24 18 5527 | 34 19 21 9
203 | 23 | 23 25 3217 25 19 5628 | 35 20 22 10
204 | 24 | 24 26 3318 26 20 5729 | 36 21 23 11
205 | 25 | 25 27 3419 27 21 5830 | 37 22 24 12

Note: The last of IDF and-E6 A/B entered seise in 2000; MIRAGR000 became operational in 199B[K-class destys
ers were commissioned by the U.S. Navy in 1981, and 2006 by ROC Navy, respectively; heAx&TofB-class frigatesie
tered service in 1998; the last commissioB&RRclass frigte was in 2004; the last cossimnhed KNOX-class frigates by the
USN was in 1967, and 1995 by ROCN, respectively; the last of DutcWhARZVISclass submarine entered service in ROCN

in 1988; the last of ABW attack helicopters were commissiondRIGA in
cess of delivery and expected toptete delivery in 2014; the last of M&8%a

2001; the AMB4E attack helicopters are in the-pr
nks entered service in 2003.
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Bolstering Taiwa@ Core Defense Induies [ZEIN

In this vein, the DPP has declareakt upon returning to power in 2016, it wHl f
cus on accelerating domestic production of submarines and developragg®ng
UCAVs, advanced V/STOL

The DPP has announced that, after fighter jets, andO capabilities

. . o The DPP has alsonmounced
taking office in 2016, it will réurn the that, after taking office in 2016, it

annual defense budget to the level of i return the annual defense
3% of GDP, where alloation ratio for  budget to the level of 3% of
the increased amount will be GDP, where allocation ratio for
10%20%70% to personnel manag the increased amount will be

: . 109%20%70% to personnel
ment, operational maintenance and )
management, operatlonal

military  investments, respectively maintenance and military irtves
Also, starting in 2020, the percentage ments, respectivelyAlso, star
of indigenousR&D and production in  ing in 2020, the percenéagf
the military investment baseline NdigenousR&D and production

should aim to stay above 60% in the military investment leas
line should aim to stay above

60% (In 2005, ingdyenousR&D
and production was 91% in the U.S., abtli68).K., respectaly)’

From theregulatos point of view, to secure tlaecessibilf of future technolag
cal transfer and to safeguatt national securityntereststhe MND should supervise
its domestic contractors to prevent classified militinymation orcomponents from
being leaked. At the same time, the MND must ensurthéhattional armed forces
can obtain the bestfardable weapons. To ensure quality, the MND needs to put an
end to awarding low pricedt bad quality bidders, and avoid the excessive red tape that
hinders effective use obramercial ofthe-shelf (COTS) It is also nemsary to set
up a rating system for defense contractors and military products, to help the domestic
manufacturers to obtain certification and provide counsel regarding their certification
upgrades, and to provide assistance in markssdocthe domestic SMEs. Taxma
imize results and spur industrial upgrades, the MND should aim to establish an open and
competitive market after expandingésahd chain.

! Ministry of Defence (UK)Defence Industrial Sategy(2005), p. 31.

2 In recent two decades, the U.S. military procurement policy encourages flexibility and exploitation of
COTS technologies rather than developing unique military standard in order to create an oper, compe
itive market that attractingndustries to invest in R&D. Se& Douglas Beasor)oD Science and
Technology: Strategy for the Pestld War Era(Washington DC: National Defense University Press,
1997), p. 81.
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Bolstering Taiwa@ Core Defense Induies

In this regard, we recommend that the DPP, upon returning to power in 2016,
complete a systewide reform of the abowaentioned framework of militaryopr
curement planning. However, gauging from the perspective of deferediarsmf

The DPP legislative caucusould ini-
tiate the needed legislation for achie
ing self-reliant defense, constructing a
clean and smart procurement process
and forging an open and competitive
market. The legislation will provide a
legal basis prior to developing a
selfreliant defense industry

Taiwan has a weak legal base that

failed to enact relevant legislation

following Art. 22, Section 1 of

the National c-cDefense
quisition of weapon equipment
shall firstly consider those built
domestically. When it is nece
sary to pursue outsourcing
channés, the acquisition agtiv
ties shall implement a technology
trarf er policyo).
of the procurements cfensitive

Bes

weapons and equipmecdn avoid regulations bgplying the existing Government
Procurement Act (Art. 104), which is disadvamtagi®r domestiindustrydevelp-

ment.

We recommend that the DPP legislative caucus initiate the needed legislation for

achieving setkliant defense, ustructing a clean and smart procurement process, and

forging an open and competitive market.

Tdisken will provide a legal basis prior

to developing a settliant dfense industry, which the DPP administration can follow

through as soon as it returns to power.

From the
nessingivilian technologies for military use.

supporteros

poi nt of Vir-e w, t he

According to a study by the UK Ministry

of Defence, to build a military aircraft, the civilian companies can apply the existing
COTSor civitmilitaryduatusetechnology to complete approximately 62% ofatiaé t
construction (including thefeaime the general systeand the propulsion), but there is

still 38% (including 22% of the advancadrécssystem and 16% of the intdgca

system) lacking in onshore capability.

In terms of surface warships, thdyedi@%e

of the advanced system (such as combat system) unattainaGl@ T®hout 60% of

the building costs will be used for combat system wherein only 26ed fostd
Therefore, approximately 4086 the sophisticated equipment (which determirees th
airseacombatplatform capability and its integral weapon capability) is in tloeycateg
highly priced items which are also difficult to acquire. Though the higtotpcheel

of our domestic manufacturers and CSIST can lower the percentageategury,
there will undoubtedly still be some key components that tieenaiée by the current
domestic R&D and production capability, which is exactlyethevhere the MND can

step in to provide support.

! Defence Industrial Stratsy (2005), pp. 43, 71.
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Bolstering Taiwa@ Core Defense Induies

Therefore, after returning to power in 2016, the DPRuogmsiart executingni
stitutional reform based on the abmentioned new framework of military preeur
ment planning, such as prioritizing technological transfer from foreign procurement pr
grams based on tlHDS andTYIWEDC. During arm sales negotiaipwe should

bargain for beneficilCP cond-
Due to a serious lack of experience tions to encourage and to assist

and channels in international cooper- domestic prime etractors (s-
tion among most of the domestic Pecially the SMEs) to partner

. with offshore maufacturers via
manufacturers (espeially the SMES), the channels of direct ICP hec

prior to 2016, the DPP can reach out t¢ gjogytransfer, foreign techn
the foreign and localdefense industry Iogical or capital invesents, etc.,
communities to assist their dialogues so that the domestic mantfa
and interactions so as to prepare anc tUrers can seize the opportunity

: . to obtain technology upgrades
discuss future coopegtion models gy upg
and global market access. Due

to a serious lack of experience
and channels in intetronal cooperation among most of the domestic manufacturers
(espeially the SMES), prior to 2016, the DPP can reach outftreéign and locale-
fense industry communitiesassistheirdialogues and interactions so as to prepare and
discuss future cooperation models. The DPP can also use various occasiains to expla
its approach to foreign governmentsfaneign contractoysind address the importance
of international cqmeration among the defensedustries.

From the investoro6s point S&Twilfoimghe, t oday

foundation of tomorro&¥s combat <capability. Teday, ma
crease investment in defeBg&el, knowing that it will yield higher profit marginoin t
morrowds production. Therefore, maountries

are going afhut to sponsor academic research in basic science, as well as creating a
competitive environment for their defense industries. This is also an impdrtant pla
form for technological spwff from the military to civilian industries in order te-int

grate and eleteacivilian capabilities of product and technological genexig which

can, in turn, provideOTS0 s pinm t o advB&c ed weapon
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Bolstering Taiwa@ Core Defense Induies

Therefore, th®efenseCommittee recommends that under a DPP administration
after 2016, once the domestic defense industry (or the production of specific systems
and equipment) is on a path of steady development, the MND should expegst its in
ment indefenseS&T to stimulate and supplement investment by the private sector co
tractors themselves.  The domestic firms that mistakenly gauge the markel-to be sha

. . low, that are accustomed to
The domestic firms that mistakenly g jevel assembly workschew

gauge the maket to be shallow, that technological upgrades,and
are accustomed to lowevel assembly compete only on cost, will be
work, eschew technological upgrades, compelled by competition to exit

. the market. Through licensing
and compete only on cost, will be

. ] arrangements, international
compelled by competition to exit the companies must becomen-i

market. Foreign firms that operate portant partners foR&D cogp-
by shortterm calculations or seek only eration, while foreign firms that
onetime contracts and lack the con-  OPerate by shoterm calca-

) . tions or seelonly onetime cm-
mitment to contribute to the transfa- y :
) i _tracts and lack the commitment
mat i on of Tai wano

to contribute to the trangfo
withdraw due to competitive preésures mati on of Tai wands i |

also withdraw due to icpetitive

pressures. The initiative will come from gheposedestablisiment of the ADPO

which will coordinate the plang and resources of aitas involved in defen&&T

and R&Dacross the government, private, and academicfsextote similar to the U.S.

Defense Advanced Research Projects Agency (DARPA), the Swedish Defense Research

Agency ( FOI ), uecerSystemsnamdc Pechnoto@ysDireetardte (FSTD).

The ADPO will also take on some of the functions of the National Center for Defense

Manufacturing and Machining (NCDMM) in the U.S. Under the guidance set by the

DIDS and in coordination with th®VCR the ADPO will formulate thd YIWEDC to

harness domestic civiianngpani es ® R&D capability, t o exe

R&D risk for private sector gpliers, and assist civilian developers to gain access to

MND or CSIST facilities for testing. Aftesessig which components are beyond

civilian capabilitADPO should match them with RGechnolog transfers, induce &c

demic institutes to conduBi&T, or a&sign the CSIST to incorporate them into its

TYDS&TDC. TheADPO can coordinate all the availale®uces and windows to

achieve the plan depictediIIWEDC. TheADPO can also select the best R&D r

sults from the CSIST or domestic sidal and academic sectors to recommend to the

General Staff Headquarters or to the service brandhesIWCP procgso as to e

ate a new demadaliliven virtuous cycle oleklopment.
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Bolstering Taiwa@ Core Defense Induies

Taken together, teefenseC o mmi t tltiple @raposamsuoutlined above aim to
harmonize the mismatch between the qis&éling military and the prefgeking ie
vilian contractors. In terms of indysddevelopment strategy, it depends on thefspeci
ics of each core defense industry and thpamesystem in question. For example, in
terms of indigenous production of submarinesD#fenseCommittee recommended
t he -ottavpe i ndi genous pr oduc t-termmshop design; el o p me
acquisition of key components, and test opesationtechnological improvement,
which purports to be the kind of R&D approach that goes a long way towardh-maintai
ing stable and loigrm demand and to create incentives for civilian partnership. We
should apply the Japanese model of parallel produst®mno maintain the R&Don
mentum through industrial technological competition. infévenation securityndus-
try, however, requires a different approach due to the short product cycles oficybersec
rity products, the strong capabilities of indigenou3, R&d the high @inand in the
private sector market. In coordination with the proposed organizational upgrade plan
for the Information and Electronic Warfare Command,AIBEO can connect the
CSIST and the technological service center of the Institutgoionation Industry
(which will become the National Information and Communication Security Technology
Center) with civilian capability, so as to shorten the cycle from the R&D pHase of
capabilitytime in commission, to civilian applications. Owonlehand the MND can
acquire statef-the-art militarylO capability through militagyvilian coopetion; on
the other hand the research units or civilian companies can quickly profit fram gover
ment spiroffs, use the profit gains to invest in R&D winelps the MND to dvance
its 1O capabilities, and seize the early advantages of profiting from the next phase.

Following the vision and recommendations for the overall defdnstydevé-

opment, Taiwan should contirug lead in the R&D of munitiofsn a mel vy, t he CSI
airto-air, aito-ground, surfaem-air, antiship,andcruise missiless well aseamines).

Al so, based on t he t DefeesdtlicyBlieBapesNo.behet 1 n t h
DPP will focus on developing three critical chpali i es, i ncl udilnhg oO0stre
ity to protect the digital territary, d oOac
rines,é and otransforming air capabilities

bersecurity industries. TBhefenseCommittee invited eight experts from different a

eas to contribute written opinions on these different indyseesddendum 3 t0)10

We also invited two DPP legislators Lin-lke and Yao Werhih to provide their

written opinions. Both of them haveel tracking indigenous submarines production
and cybersecurity indysttevelopment for a long time (See addendum 1 to 2). In
September 2014, tiizefenseCommittee hosted intensive discussions among experts
from various sectors. The participants, besiese eight who provided their written
opinions in the addendum included another eight scholars and experts from different
fields, constituting a total of 16 experts from the aerospace, shipbuilding, and-cybersec
rity industries. After afldvisorsof the DefenseCommittee eviewed the first draft,

before completion the blue paper was submitted for further review to five former off
cials, scholars and experts who have practical experience in the field, such as Chen
Jenran and Chen Chdim. The developent strategies for the three core defamse i
dustries (aerospace, shipbuildingjrdnodmation securijpyare in the folling:
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Bolstering Taiwa@ Core Defense Induies

VI. Aerospace Industry Development Strategy

As illustrated iTABLE 3, the value of production hgiwai® aerospace induy
has shown steady growth commensurate with the flourishing of market demand. In
termsof the value of production output, the growth over the lagtetamperiod is
around 155%. Nevertheless, taking 2011 as an example, the annual industry productive
output (NT$70.79 billion) still makes up a very low proportion of the total national
manuécturing output value for that year (NT$17 trillion) at approximately 0.4%. In
2003 the Ministry of Economic Affairs set NT$120 billion as the target valuerfor the i
dustryds total productive output by 2013,
gaal, indicating that greater efforts from the administration are needed.

TABLE 32 10Year Trends in Taiwands Aerospa

2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 |2011 | 2012 |2013

Domestic Aerospace Sector Total Value of Peodn Output

325.7 | 372.7 | 414.3 | 502.7 | 611.0 | 586.8 | 626.9 | 707.9 | 783.9 | 832.2

AIDC Total Annual Revenue

104.2 | 114.8 | 126.2 | 150.4 | 170.6 | 190.8 | 181.7 | 204.1 | 228.0 | 236.1

AIDC Annul Gross Profit

03 |-115 |-122 |94 |07 |88 [102 [11.3 |124 |128

AIDC Revenue from DefenRelatedContracts

51.0 |430 [39.0 [48.0 [54.9 [74.3 [88.7 [108.6]115.3]76.2

Unit: NT$0.1 Billion

The degree of concentration i Aawhileai wanos
there are more than 20 firms engaged in the production and provision of air frames (27
firms including AIDC, ChenFull International, Topkey Group, DreglBogceision, Jia
Woei Precision Machinery); engines (17 firms including AIDC and Chaheng Precision);
interior builds (23 firms includifgylin Industrial, Fuchi Textile, Topkey Grpgviam-
ics (21 firms including AIDCrane Aerospace & Electronics, Kbi Optoelectronics,

Becker Electronics Taiwamnd maintenance (27 firms includdmgna Airlines, EVA
Air, Air Asia, Asian Compressor Technology Services,)RAIBIOC nevertheless

makes up around 30% of the i ndusptiOyodés out
workers, not counting an additional 1,800 temporary contractors, operat®mprodu
plants in Taichung Cityds Fengchia and Sha

Kaohsiung. With its capacity for manufacturing and repair of militanyikewd a\a-

tion equipment, engine production, as well as related technical servicess#d§s@o

vertical integration capabilities on top of its strong international linkage and eemprehe
sive facilities, maki ng acéindudire Sinbevaitab us | e a
ing profitability in 2007, corporate earnings have seen steady annual growtht-and opera

ing margins reached NT$1.28 billion in 2013. Its profitability made AIDC athighly a

tractive investment target upon its privatization . 20Lhe privatization of AIDC is

the biggest divament by the government in the past 10 years, one that saw NT$9.341

billion worth of stocks released. Extermastment in AIDC is already nearing the

10% ceiling.
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Bolstering Taiwa@ Core Defense Induies

The development of the aerospace seslies heavily on national defense ekpen
itures. For AIDC, revenue frodefense relatecontracts makes up between-tiel
tooneh al f of I'ts annual total revenue, and i
With orders for the IDF and-E6 A/ B upgrades currently on
from defense contracts is ectee to reach NT$10.76 billion by 2017.

With AIDC leading the way, the current level of technological development and
degree of i ntegration of Taiwands military
AIDC acts as the barometer for defensersklhce. From the tingf its nationalia-
tion in 1996 untithe privatization in 2014, AIDC has produced-UH F5E/F, AT-3,
and IDF. Not only that, but AIDC also entered a GOCO (Government Owned, Co
tractor Operated) contract jointly with Air Asia andEVAiIi r t o operate the
2nd Air Logistics Center, and to proviiEpot levemaintenance and repair services to
the aircraft trainers at Air Force Academy. These two contracts preserve nmitary ma
power (800 and 820, respectively) while creatilign jobs (430 and 530, respectively)
and injecting revenue into the civilian aviation industry (NT$2 billion and NT$1.1 billion,
respectively). AIDC works with other subcontractors to produce military aircraft e
gines, as well as maintaining-4engy cooperation projects with CSIST, which is tasked
with R&D of munitions and combat systems. It is thus capable of prauewijed
trainers, and if it is able to acquire the critical components, also has the potential to pr
duce next generation V/STOIglfter jets. Judging fromepious experience with the
AT-3 and IDF, these fighter jets would offer significantly greater compatibilitg-with d
mestically produced munitions andilgat systems, which promises the advantage of
easier maintenance and reipatine fiture.

The UAV sector has also attracted investment from domesticafirtddys are
entering into wider service. Naniitary applications for UAVs include coastal patrol,
traffic surveillance, disaster response, scientific observation, atowhiMe military
UAV or UCAV are seen as critiall a i wa n 0 s warfargcgabgities, as they can
be used in a wide range of applications such as patrol, surveillance, reconnaissance, and
communi cati ons. Ine@bilites of BUAAEIIT to m@rierence and
unpredictability when operating in complex electromagnetanerent are overcome,
they may be able to gradually replace manned fighter jets to serve as attack platforms, as
well as provide a tactical and needssance commigations link between the Army and
Navy. Domestically, both CSIST and AIDC already possess the necessary development
and production capacities, and some of the developagdearts have been in service.

In the area of space technologies, resetsing read communications satelli@ c
pabilities are the subsectors of the domestic satellite industry with greatest relevance to
and implications for national security applications, but the present technological level of
domestically produced civikase satetés still lag far behind the data information that
MND can acquire from abroad. In addition to a necessary reassessmennof the i
portance of satellite technology development to overall national security, spage technol
gies more generally (such as the Algtude Long Endurance [HALE]ssyms) hold
considerable potential for conversion to national security applications, and should be
viewed as a focal point of future R&D.
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Bolstering Taiwa@ Core Defense Induies

Consequently, our key recommendations for the develogragegy for the ae

ospace industry are as follows:

1. Indigenously develop advanced V/STOL fighter jé&s. superiority is a basic

el ement of Tai wanos

def ense,

yet the fragi

vulnerability. Intensive ardair missile,raergency runway repggaror using civilian

The probability of acquiring the

U.S-made F35B within the next ten

years is quite low. V/STOL fighters

could repres e n t Tai wanao:
fighter jet as we move toward a ¢u-

pletely unmanned air fleet. To ensure
that we retain a certain capacity fom-

digenous R&D and maintenance we

must set domestic production the d-

fault first option. The time frame for

developnent is approximately seven
years, with an development cost of
between NT$O0 to 100billion, and

mass production can begin apprax

mately nine years after the deve

ment program is initiated

maintenangave must set domestic production the defastitojation.

roadways for takeoff and landing
are expedient wodrounds that
address the symptoms but not
the root cause of the issue, and
could well be ineffective under
conditions of unexpected
high-densty bombardment by

t he Peopl eds Li
Advanced V/STOL jets are
therefore a defense necessity, and
yet the probability of cquiring
the U.Smade F35B within the
next ten years is quite low.
V/STOL fighters could repsent
Tai wands Ffigatertiet manned
as we move toward a completely
unmanned air fleet (similar to the
Eurofighter TYPHOON for

several European countries). To

ensure that we retain a certain

capacity for developmerdand

The time frame

ber at

for indigenous development from cqgutoalization to completioof the prototypeis
approximately seven years, with an upfront development cost of betw88409TS$

billion (approxmately NT$11-44.3 billion per yearand masgproduction can begin
approximately nine years after tebpment program is initiated. The development

of a V/ISTOL advanced fighter jet should be the flagship project for the revitalization of
the aerospace sector under a new DPP administration, ichemabld require the

MND to play a major supporting role by assisting the contractors to acquirb-key tec
nologies and component sets (such as thrust vectoring rudder control and high speed

propulsion sgems).
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Bolstering Taiwa@ Core Defense Induies

2. Preferto full domestic production of adwsd jet trainers.T he Ai r Forced
AT-3 and F5 training jets are nearing the end of their respective service life and in crit
cal need of upgrades. From a readiness and capabilities perspective, domestically d
veloped jet trainers boast a high degremmipatibilityandcarry the advantage oé-b
ing able to be rapidly ds& combat missions or to supplement depletedifiesti-
craft. Although it would require32years and an additional upfront R&D expenditure
of approximately NT$45 billion, takingo consideration the advantages described
above as well as the prospects for expanding the capacity of domestic development and
production in the process, it would be appropriate to choose the option that charts the
steady path toward upgrading the enbgs R&D and productive capabilities. Under a
model of indigenous production, the value of the aerospace industry production output
will slightly exceed that of an international cooperation model by approximately NT$30
billion. The additional overheaduld be an investment toward raising the level of
national aerospace production value. The MND should thus quickly act to implement
the Aerospace Industry Development Plan put forth by B\ 2003, as well as the
resolution passed by the LY in 204 Inbke domestic procurement pheferableop-
tion.

3.Create a competitive marketi®&v. UAVsandUCAVs have the advantage of
being relatively low cost, low operational complexity, andd@aitycaisk, and can thus
be expected to increasingly reptheefunctions of manned fighter jets in tiere.
Since unmanned vehicles are vulnerable to interference, the development and production
of diverse models with a wide variety of features and characteristics should-be encou
aged. MND should foster angpetitive market through a twoonged pproach, by
ospiohfrmg military technologies fom <civildi
nngpondé civilian technologies for deifense ap
tion will stimulate the advancementeaxfhnologies for militaryse UAVS, while shiar
ening the time period for making military UAVs available for civilian functionsrwill mai
tain the militaryds edge in the wege of uni
and accelerating investment &DRby contractors. At the same time, MND should
seize the trend of proliferating UAV development to assist civilian R&feringahe
use of MND facilities for testing purposes. MND can also select from the leest avail
ble civilian UAVs for conversion tilitary uses. Beyond the traditional suppliers
CSIST and AIDC, MND must seek out other potential suppliers, with anwaydst
elevating standards through promoting competition in the UAV sector. MND is already
gradually integrating and deployingirma# and recmaissance UAVsS; from this basis
going forward, apart from continuously improvement the existing UAV systems, it should
also look to develop unmanned vehicles withaittion attackgpabilities (near term,
6 years), alleather precisiorstrike capabilities (medium terml06 years), and
longrange joint strike, and modular payload capabilities (long term, more than 10 years).
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V. Shipbuilding Industry Development Strategy

As illustrated ITABLE4, t he tot al val ue of oTai wands
duction output in 2013 showed only a 70% increase from 2004, due to risgiiacomp
from South Korea and China over plast decade, as well as the slowdown in the rate of
mar ket growth and rising market volatility
output value was typically higher than the aerospace manufacturing industry; however the
situation reversed th0 0 9 , and in 2013, the shigpbuil din
nificantly lower than the aerospace manufacturing indudiiy$ap billion. In 2011,
the total output valudNT $56.2 billion) of the shipbuilding industry was only 0.3% of
the total outptuvalue of all manufacturing industries.

TABLE 4:10Ye ar Tr e n d sShipbuildifigeSectoa n 6 s

2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 |2011 | 2012 |2013

DomesticShipbuildingSector Total Value of Prodion Output

342.8| 394.6| 428.2] 541.0] 658.7| 551.8| 540.3| 562.0| 608.3| 582.7

CSBCotal Annual Revenue

192.9] 198.0] 291.3| 356.5| 311.9| 261.7| 289.7| 308.1] 248.1] NA

CSB@Nnnul Gross Profit

8.1| 13.5| 48.7] 56.5| 26.4| 21.6] 202| 97| 84| NA

CSB®Revenue from DefendeelatedContracts

1.41] 1.80] 0.09] 0.09] 13.69| 47.29| 55.54| 18.33] 2.37| 29.38

Unit: NT$0.1 billion

The degree of concentration i n-highai wanos
Although CSBC, Jong Shyn Shipbuilding, and Ching Fu Shipbuilding all have med
and large size vessel manufacturing experience, CBBL7 ¥dtemployees (approx
mately 25% of the total number of employees in tpbudlding industry), a yard in
Siaogang District, Kaohsiung, with privatizationpkxied in 2008, produces 38986
of the shipbuil ding i nd ubseediffgrénses in theéeg | out pu
vel opment of Tai wands shi pbuFilstdhersigp- i ndustr
building industryds dependency on national
industry. CSBC contracted almost no defense project86ragd 2007, and yet its gross
profit was not only unaffected, but was also better than 2009 and 2010 when defense
contracts significantly increased,;

Secondthe R&D of military vessels mainly conducted by the Naval Shipingl
Development Center. €r ef or e, in contrast to lthe Air
opments, the Navy plays a bigger role in vesselpiesnts. The Navy is not only the
user, but the Naval Shipbuilding Development Center is also in charge of system coo
dination,sometimeglaying the role of @imecontractor
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Last,the CSIST has tieR&D and manufacturing capacity for some comkat sy
tems and equipment, and the Ship and Ocean Indussies ¢ DevelopmenCen-
ter and most ship manufacturaisohave research capabilities. TherefordR &t of
military vessels requires more vertical coordination than figiR&DjeAs TABLE 5
indicatesCSBC, Jong Shy@hing Fu, and Lung Teh Shipbuilding all possessesxger
in manufacturing military vessels. CSBC has significant advantage in hagsekize
manufacturing due to its facilities, but the manufacturing of medium size vessels is a
highly competitive market.

TABLES5: Tai wanese Shipbuildersd Facilities
Shipbuilder| Facilities Military Vessel Building Expeniee
CSBC 1 milliontons dry dock | CHENG KUN@ass frigates

Combat support ships

Highspeed personnel transport ships
LUNGCHIANGclass fast attack missile crafts
CHINGCHIANGclass fast attack missile crafts
Missile boats (150 tons)

DVORAclass fast patrioboats (50 tons)

Coast Guard patrol vessel (2000 tons)

Jong Shyn | 40,000tons dry dock 1200HP tugboats
25 Coast Guard patrol vessels (3000, 2(
1000, 500, and 100 tons)

Ching Fu | 6000tons ship cradle 1800HP tugboats
3000tons ship cradle 4 Coast Guargatrol vessels (600 tons)
4 Coast Guard patrol boats (100 tons)

Lung Teh | 65-meters indoor dock | TUO RIVERIass corvette (500 tons)
500+tons float bridge Various Coast Guard patrol boats (100, 60,
300-tons ship cradle 30, and 20 tons)

Taiwan has morthan a hundred shipbuilders, but the majority of these anly co
tract for smalscale vessel building. Lung Teh Shipbuildaniguilder equipped for small
size vessel contratt&ona contr ac't for t hleaul WORWOS new s
ER-class corvette i2012. The advarteesign of the WO RIVER-class corvetteer
quires highly precise assembly technology to maintain its stealth characteristics. The r
quired technology is far more advanced than any Coast Guard vessel that Lung Teh has
ever b ui | marketlstategy isTledn: Gdosacquire this advanced manufacturing
tedinology and the experience of building medium size military vessels at all cost. This
will provide Lung Teh with an advantage in technology and experience when it comes to
futuredomest as well as international marketing. TU® RIVER-class corvette has
completed its water test, and is scheduled to be handed over in November 2014. This will
not only become the upgraded module for Lung Teh, but the upgraded module for the
whole shipbuiling industry.
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Shipbuilders have mature technology in hull building, but as mentioned above, hull
contracts are only 20% e total costs of military vessels. The key for the shipbuilding
industry to break through this threshold is through R&D, systegration and the
enhancement dfs technologcal level The upgrade of the shipbuilding industry can be
initiated by pyperly managing the futunaval demand©nly through this, can the
shipbuilding industry maintain its prosperity given the competition from South Korea
and Chi nanewnaval e st®aseabous to benanufactured domestically. This
is the correctourse for the Navy to take. However, jstapting the upgradeqoess
of the shipbuilding industry is even more important. As an island nation, Taiwan should
learn from the British experience. Although the number of British naval vessels has d
creased gnificantly, the British Navy has retained stR&IQ momentum, and 81% of
essential components for naval vessels such as hull structure, propulsion system, ele
tronic equipment, command and control system, weapon systeminsggtation as-
semble, livig facilities, and interiors, are manufactured by domestic shipbuildiag comp
nies- Therefore, navéilituresurface vessels or submarsfesild be designed and built
domesticallyThe supportive role of the MND is also important. TREDMhould a-
tivelyassist local companitke on the responsibility pfime contractor isystemn-
tegration Additionally MND should also help shipbuildeid ICPgain opportunities
for technology transfers and for joR&D, helping domestic shipbuilders to break
through the technological thhedd.

As such, th®efensedCommittee recommends focusing on the folloigsgs in a
development strategy for the domestic shipbuilding industry:

1. Stay the course toward the indigenous production of subrrihenaiggestin
stacle to building submarines domestically is not in Kaohsiung; it is not in Washington,
DC; it i s i n dffce Vague pdiciep raee durtlteieconplicatéd-an a
ready complex and risky project of indigenously building submarines. @nlydecyle
directive can let odiendly countrieknow how toassisiTaiwan, and help the irstiy
to focus on managing the associated R&D riskDEfenseCommittee suggests that
since the DPP hasdlared its determination to domestically manufaetbreasines,
and placed it as top priority of all national defense flagship projects, it is important to
explain this idea to our internatidn@ndsand domestic shipbuilders while preparing to
return to government. When the DPP takes power in 2016putdsktrengthen this
course and immediately initiate the submarine project.

! Mark V. Avena et al.The United Kingdois Naval Shipbuilding Industrial Base: The Nextéen
Years(Santa Monica: RAND, 2005), p. 117.
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Bolstering Taiwa@ Core Defense Induies

Domestic shipbuilders and CSIST currently posseRg&heapacity for 70% of
the necessary designs, constructions, and key equipment for submarine building. We
also have the potential to successfully research andepeodadtional 20%. In the
near future, the remaining 10% will still need to be purchased from abraadeise
Committee has combined various suggestions and advice from different areas to evaluate
Tai wands capacity fornTpBLBG@uci ng submarines,

TABLE 6 : T a insigemodssSubmarine Capacity Evaluation

Main Items Evaluation

Design | Vessel type selection A

Stage System designs (structure, propulsion, mute, cont
exhaustion, fuel, navigation, communication system, i
living and rescue facilities)
Software design

Personnel
Construction| Hull (hull material, pressure hull, torpedo tube) A
Stage Diesetelectric generator v
Main battery
Propulsion system A
Air-independent propulsion
Power and control system A
Hydraulic pressure, ventilation, high pressure valve; e A
vation
Breathing tube exhaustion valve )
Personnel
Landbasedtesting station A
Combat | Command and control system A
System | sonar system
Electronic detection system A

Torpedoes and torpedo countermeasure system
Navigational system

Communication and information chain system A
Periscope
Personné A

A Taiwan possess sufficient capacity

Taiwan possess partial capacity or potential for successful development (remrirassistance for
technology support)
v Need to be purchased from abroad
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Tai wa ndéheck ibiraigegnoussubmarines is not the-soa | | ezlo noerde d
equipment. In fact, our R&D in cuttiegge equipment has been pretty fruitful. The real
bottleneck lies in manpower. Taiwan lacks people with experience in submarine design
and building, esprilly at the R&D stage. This will be the bigdmssace to overcome
for indigenousubmarines. It generally requires ten to fifteen years to develop a new type
of submarine, wittwo thirdsof that time spent on the designs. Without a certain nu
ber of experienced professionals, the designing stage will be prolonged, rR&iDg the
cost.In a RAND analysis,ithi sufficient software and facilities, an estimated 600 to 900
professional designers are required during the peak of the designing stagenghile a
them, 500 designers need sufficient experience in designing subrairirses.ctr
rently does not meet these requirements, which is the real obstadlgdoousib-
marines. On the other hand, this is also the valueligenousubmarines. Impting
foreign a@signers, technology, and software assistance during the process of submarine
building will upgrade the industry by enhancing our technology and personnel in designs
and construction.

The DefenseCo mmi t t e e twaostageoirgligenousguiuciiodd® concept
for a longterm submarineR&D, key equipment acquisition, and testing and igprov
ment cycle. Under this concept:

Stage One Use life extension and reverse engineering of the current
ZWAARDVISclass submarine to maintain our submarice,fand to increase time i
dustryds experience and confidence. Life ¢
conducted simultaneously. The life extension of 2 vessels as well as the production of 2
additional vessels through reverse engineering shadpketed six to eight years into
the project. The extend@fWAARDVIS-class submarines will then replace the current
GUPPYclass domarine as training vessels.

! John Birkler et al.Australia’s Submarie Design Capabilities and Capacities: Challenges apd O
tions for the Future Submarir{&anta Monica: RAND, 2011), p. 184.
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Bolstering Taiwa@ Core Defense Induies

Stageélwo: Start simultaneously with or immediately &geOneon the project
) . ) of true indigenous submarine

The new submarines will be medium  yroqyction. The gois todesign

size submarines with 150€n surface and produce six or more subm
displacement. Once the project is iR rines, to form a fleet of eight to
tiated, production on a new submarine ©stablish a sufficient submarine

will start every three years. The first 0/c® and torcrease Tai wanc¢
' submarine building capacity. The

submarine will be completed appr®-  ew submarines will beedium
imately eight to ten years after the size submarines with 1500
program launch, completing the po- surface displacememt order to

duction of six submarines in23 to 25 Protect the Bashi Chael and
years Tai wanos and easttah e a s t

ters. Once the project is initiated
(projected at 2017), production

on a new submarine will start every three years. The first submarine wmitllétecto
approximately eight to tgrears after the program launch (between 2025 and 2027),
completing the prodtion of six submarines in 23 to 25 yéassveen 2040 and 2042).

The estimated cost for both stages is between NT$350 to $400US#ihg to
$13.1 billion). With the projed 23years timeframe, an estimaléf$17.3 billion
(US$567.6 million) will be required each year.

The combat characteristics of a submarine are its advastagiegneenduance
and its swivabilityi n t he f ace of t h e sheulddencprisislerel i r st s
as the main force for the Navy in the future. The objectir@igienousubnarines
should be to maintain, improve, and expand our submarine force. In order to maintain
the R&D momentum, new submarines should be upgraded eighyé&atsrafterdng
commissioned. Additionally, the Japanese dmalnlefacturer madshould also ben-
pl emented when Taiwands design aaudkdbuil din
Through a double manufacturer structure, we can encourage techoologititibn
and expand our research and buildapgcity

2. Modernizeur surface fleet and create a technologically competitive Wéirket
the aging of t he Navy©Os me dgent meeddoreplacear ge s
t he Navyéssels.sTherNavy bas alrgady laid out-jtsd2Qconcept for surface
fleet renewal, including four 10@00 destroyers (replacing theydar old HDD -class
destroyers), ten to fifteen 3@066 twin hull frigates (replacing they2ar old A
FAYETTE-clsss andPERRYclass frigates), and amphibious transport dock<i(rgpla
the current amphibious transport docks and tank landing docks). These vessels should be
built domestally and executed on a kdegn basis.
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TheDefens&cCo mmi tt eeds advises full support th
and prioritizing of the budilng sequence by considering the life span of vessels-and mi
sion requirements. In the meantime, the upgrade needs foN@¥-dfass frigates
should also be given consideration. This-$maje renewal plan will provide th@-shi
building industry with dife demandsand the DPP should also enforce tiNDM s r o | e
as supporter, regulator, and investor. MND shodiccet he i ndustryds upgr e
creating market demand, encourage small and medium shipbuilders (such as Lung Teh)
to enter the defengmarlet, motivate medium and large shipbuilders (such as CSBC,
Jong Shyn, and Ching Fu) to acquire competitive technology through international co
nections, and develdp&D capacitythrough vertical coordination. In other words,
MND should take advantage of tbh&ure naval demantts foster an open mieet, and
to stimulate competitive opportunities, allowing shipbuilders to win contracts @n the b
sis of technological capacity and not just price, and thus providing the militaty with be
ter vessels than planned.

3. Develop unmanned surface vessel (USV) and unmanned underwater vehicle
(UUV): After UAV, USV and UUV are the defense itemsstirae countrieare most
aggressively developing. The U.S. has already started testing its unssalmédSkée
and UUV aredw cost, easy to control, and low casualty risk compared to traditional
surface vessels and submarin8¥%.dlso minimize the risk when deploying surface ve
sels in Taiwands western wflaptnassiles W wiht f aces
also have q u a | combat capabilities as aer smal | S
terrain. Similar to UAYSVandUUV also have the potential for civil useweler, the
development ofJSVandUUV started later than the development of UAV. Thus, it will
requre MND investment in at an earlier stag&R&D. OnceR&D has matured,nd
manned vessels can follow the UAV model of stimulating technology upgrades through
competition, shortenespinoff period from military use to civil use, which would
maintain the milt ar yds technol ogy iaddstriedovinanges whi | e
ments in R&D through market imtiees.
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VI. Development Strategy for Information Security Industry

Taiwan is a major player in the global information technology (IT) industry, which

al so plays an i mportant role in Taiwano0s e
the National Applied Resasr ch Laboratoriesd Science & Te
| nfor mati on Center, the total value of pro

was 33% of the total output value generated by the manufacturing sector in that year.

That was the highest all manufacturing industries, but products that were produced
domestically were only 0.4% of all products produced. According to the Institute for

|l nf ormati on | ndustTABLBE 8), T&viad Boldsdtte thighes( globab wn i n
market share in motiean ten categories of IT products. The output value of e co

puter hardware industry is approximately 6
IT industry subsectors(computer hardware, internet communication, mobiieeg,

and software servi)e Laptop and motherboards (under computer hardware
subsectoy have an influential global market share as high as 86.9% and 808%, respe

tively. At the same time, Taiwan is a nation where information is highly popularized. The
same data indicates tha fidoption rate of computers is 80%, internet accessapenetr

tion is 76.3%, and t@hones is 127.1%. The popularization of cellphones with access to

the Internet is 53%. These figures indicate that Taiwan is highly dependemt on info

mation economidg ard socially. Therefore, information security has a great impact on

the I T industry overal/l a JABhEe7lalso imtatespeop | e d
that although Taiwan is an outstanding performer in information security indastry (cla

sified undercftware servicesibsectoy, its market share is still small. In 2013, the value

of production output by the information security segment was only 13.5% of the total

output value of software services, which was only 0.7% of the entire computer IT i

dustry

TABLE 7 : Recent Tr e mahdInformatidhé&ecwity tndustries

2006 |2007 [2008 [2000 [2010 [2011 |2012 |2013

Computer Hardware Industry Total Value of ProductionpQt

89,656/ 105,446] 110,250 107,830| 120,405 139,355 150,312| 133,754

Internet Comnuinication Industry Value of Production Output

6,643 8,643] 9,581 9,115] 10,698 12,630| 13,785 16,411

Mobile Devices (Smartphones Only) Industry Value of Production Output

| | 9,656 11,610| 21,747 39,356| 45,747| 48.337

Software& Services Industry (Only Softieadndustry Before 2011) Market Scale

| | 4327] 47302] 4,869] 6,281 6,545/ 6,841

Information Security Industry MarketcSle

| | 468] 531] 610 703] 807 927

Unit: US$ nillion
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Bolstering Taiwa@ Core Defense Induies

Compared to traditional defense industries such as aerosghaipbuoiding, the
2013 market share of Tai wa nRT$27.8 biliomr mat i on
(US$912.1 million), only 33% and 48% of aerospace manufacturing andlisigipbuil
respectively. But information security has more stable growth than thditioh&l @-
fense industries, and with greater projected market potential.

The degree of concentration in Tai wands
low. In the area of security operation cgSt&C)system services, for instance, there
are ory five companies including Chunghwa Telecom, Information Security Service
Digital United, and Aker due to information security concerns of basic facilities such as
security monitoring room. However, when it comes to cyber warfarere precey
informaion operation (I0)SMEs and even individual hackers can have outstading r
sults.

Tai wands i nformati on s e cdependéngen defese st ry h
relateccontracts. Not only does the governmakemistittiondeliberately runs on separate
systems of information security, but also, the major national security agencies including
the MND is not under the jurisdiction of the National Information & Communication
Security Taskforce. The MND implements a more conservative isolation method, min
mizing connections with the outside networks, sacrificing convenience and operational
connectivity to protect information from being stolen. Thus the CSIST is responsible for
managing most of theNlD6s i nf or mati on security need.
prime contractor, and this role is rarely given to an outside contractor. When there are
services that CSIST cannot provide, the task is contracted out to civil companies or r
search teams. In other words, the business interaction betwigdNDtrend Tava n 0 s
information security industry is minimal, and consequently the information security i
dustry does not devote any of its marketing efforts toward the defense sector.

However, unli ke traditional defense indu
ini nformation security is stronger than MND
specificationn this fieldare not always higher than the private sector. Particularly in
the area of defending against cyber attack, Taiwan possessgassdrtkgtalent.

Therefore, contrary to traditional defense industries where technologies-afe spun

from military t olOcapabilities often spios tednmologymandi t ar y 0 s
personnel. This is the main reason why CSIST has been eager toaegrmto-

mation security experts aftetiggmsformation as executive agency
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Bolstering Taiwa@ Core Defense Induies

Cyberwarfare or 1Os not newforms of militaryoperationsbut rather sosthing
that occurs in Taiwan on a daily basis. At the national levelptmsitesty of defesh
ing our cyber territory does notdiohaxl | sol e
Information & Communication Security Taskforce is the primary agency in charge of
ensuring the safety ofationalcyber territories, but the MND rketo shoulder more
responsibility. From the national security perspective, total isolation is impractical. The
advancement of equipment, society and technology will eventually force the military to
face information security problems in a complex infmmehain. Taiwan is a major
player in the global IT industry with excellent information security capabilities. Thus the
MND should collaborate with other agencies and departments to support the develo
ment of the information security industry. Followingye passage o-f t he o
formation Protection Act ¢, relatedt-infor ma
ed to delegate the responsibility for the protection of national security secrets and i
formation security at critical facilities. Atititistry level, we should leverage the needs
of military cyber warfare and Internet warfare, while joining the forcesTethheal
ServiceCent er within CSI'ST and the Institute f
converted into the Executive Yiuas Nat i onal I nformation & C
Technology Center in the future) with the energy of private sector to recruit experts,
technologies, and products to enhance the effectiveness of military information security
systems, and shorten the dgwelentcommissiosprivatization cycle fa© capabities,
using spiron to impel spitoff, and spiroff to advance spian. The MND can aquire
cuttingedge information security capabilities through gablate panerships, while
on the other hand rearch teams and civilian contractors can gain profit étioed r
military equipment and technologies, and invest iutthre R&D of more advanced
information security capabilities to gain an advantage for the next cyclé of civi
ianmilitary cooperatiordence, the MD should enhance its role as an investor in the
develpment of information securitydustry

In consideration of the above, thefenseCommittee recommends setting the
following priorities for the development strategy of the informationtgendustry:

1. Recruit quality personné&lhe information security industry does not relyon f
cilities as much as aerospace or shipbuitdingtriesrather, quality human capital is
the key to building information security capabilities. SingenTiaialready a battlefield
for many countrieto recruitlO personnel, the MND must also recruit the best-info
mation security taleetigerly It will therefore be imperative to identify and utilize Ta
wanese people with outstandi@gcapabilities. Hding information security m@sts is
a common, loveost and higheturn method for governments to reciQitpersanel.
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2.Publicize defend® needs and assist SMEs to compete for Urdike the ae
ospmce and shipbuilding industries, the MND has not had long experience with the i
formation security industry. Thus the vast majority of tHB Mformation seaity
needs not only lack publicity, but are often dominated by CSIST, which is tmveond
to bringing theCOTSto bear on the production of military goods and serviags.
t her mor e, the ar med f or ces ofternonlylemaetédyt i on s e
making adjustments ©©OTS Open calls for bids would cut down on the up front
R&DcostsThe focus of the MNDOs effortiy at sup
industry through investment should be on SNEE®amlining the biddingogeess and
creating driendlyenvironment for private contractors will attract SMEsnpete to
fulfill the needs of national defense.

3. StrengtheriR&D of critical technologiesEven after recruiting higjuality t&
ent and establishing industry connections, if the market is unalode gufficient
demands t hen Tai wa cuiityscapabilifies willmatheiess ootingegto be
lost to foreign competitorsAs such, taking into consideration théamyl equirements
for information security and, the Defense Committee reommends d#ing the fd-
lowing @pabilities as thetarting point for building upational &fense nformation e-
curity and O capacities:

(A) Realtime network monitoring systemdtilizing clouebased big data analysis
tedinologies to provide retine analysis of backbone network data packets)lass
reaktime monitoring.

(B) Cyber warfare commaaad control system Gain instant awareness and-co
trol of the geraional status of all network nodes, and manually administer related ne
work resources.

(C) Network penetration attack systei@iseate network penetratisystems to
cary out information security intelligence functions, and network attack systems to build
up 1O capabilities.

(D) detection and defense systeageing distributeddenial ofservice (DDoS) and
advancedpersistenthreat (APT) Construct autoated detection and protectiors-sy
tems against DDoS and APT attacks.

(E) Malware forensic analysis syst&evelop malware forensic analysif-tec
niques and build up a malware database.

(F) Thin Client operating systenCreate streamlined operating system cusitmiz
to the eneuser environment, in accordance witticie requirements.

(G) Secure mobile devicedointly develop curry available devices from the
COTSwith encryption and decryption technology to enabéspuehd adaion by the
amed forces.

(H) 10 training and drilling system: Develop 10 field or simulaion exerciséo prac-
tice different 10 scenarios and improve 1O capabilities H
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ADPO
AIDC
AB
APT
CEO
COoTS
CSBC
CSIST
DARPA
DDG
DDoS
DIDS
DIPA
DMSMS
DPP
FFG
FMS
FOI
FSTD
FYDS&TAPP

FYFCP
FYIPP

JWCP

@ Abbreviations and Acronyms

Advanced Defense Program Office T> s
Aerospace Industrial Development Corporation ble @
Armaments Bureau ) £
advancegersistenthreat I n= Hf Ne
chief executiveofficer P

commercial ofthe-shelf E
China Shipbuilding Corp. e @
Chungshang Institute of Science and Tetdgo N MW T
Defense Advanced Research Projects Agency g T v
guided missile destroyer

distributeddenial ofservice ® nb

Defense Industrial Development Strategy

- 1~
>~

b~

a:

DefensdndustryPartnership Group

diminishing manufacturisgurces and material shortag

M
o £

Democratic Progressive Party

1—] T

s

guided missile frigate
foreign military sales

Defense Research Aggn

IN

Ty
Future Systems and Technology Directorate FiawN

FiveYear Defens8&T Application andProdiction Plan X T TT3Wny

nuy
Five'Year Force @nhstruction Plan X1t 2 o0,
Five-Yearlndigenous?roduction Plan XT = 0
gross domestic production B X
Government Owned, Contractor Operated X E
General Staff Headquarters A
High Altitude Long Endurance 'E ‘EN
Integrated Assessment Department, MND , K@
industriakooperatiorprogram 6ffset) o, w
Indigenous Defense Fighter
information operation w
information technology T3
Office of Operations and Planning, GSH W [TIZS

Joint Warfighting Capability Plan ) 2



LY Legislative Yuan qaA
MND Ministry d National Defense T
MoEA Ministry of Economic Affairs
NCDMM National Center for Defense Manufacturing and ktar N
ing LI Mi
NDSR National Defense Strategy Report T
NSC National SecuritydDncil N
NSSR Nationd Security Strategy Report A e
QDR Quadrennial Defense Review x T T
R&D research andevelopment Y]
RPD Resource Planning Department, MND Q@
RSAF Republic of Singapore Air Force Fi E
SS attacksubmaringconventioakpowered 2
S&T science antechnology T3
SME small and medium enterprises MHE G
SOC security operation center M
SPD Strategic Planning Department, MND @
TYFBC TenYear Force Buildup Concept Y710,
TYDS&TDC  TenYear Defense&d Developmen€Concept T TT3 A
TYR&DI TenYear Research and Development Items xT10, W 3
TYIWEDC TenVYear IndigenousVeapon and Equipmemevelp- ¥ T = 0
ment Concept A
UAV unmanned aerial vehicles wN P
UCAV Unmanned combat aenahicle wNeb z
usv unmanned stace vessel W
uuv unmanned underwaterhiele W et
V/STOL vertical and/or short takeff and landing HE "~
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